
 
 

 
 
 
 
 
 

 

 

 

 
COMPLIANCE REVIEW INITIATIVE:  

Protecting the Civil Rights and Health 
Information Privacy of People Living 
with HIV/AIDS 

 
 
 
 

“To be free of discrimination on the basis of HIV status is 
both a human and a civil right. Vigorous enforcement of 
the Americans with Disabilities Act, . . . the Rehabilitation 
Act, and other civil rights laws is vital to establishing an 
environment where people will feel safe in getting tested 
and seeking treatment.” 

 
 

-- National HIV/AIDS Strategy for the United States1 
 

 

SUMMARY 

Focusing on HIV testing, prevention and treatment services, the U.S. Department of 
Health and Human Services (HHS), Office for Civil Rights (OCR), conducted coordinated 
compliance reviews at twelve hospitals – one hospital in each of the twelve cities most 
impacted by HIV/AIDS:  Atlanta, GA; Baltimore, MD; Chicago, IL; Dallas, TX; Houston, 
TX; Los Angeles, CA; Miami, FL; New York City, NY; Philadelphia, PA; San Francisco, CA; 
San Juan, PR; and Washington, DC.  The compliance reviews examined the ways in 
which each hospital ensures:  (1) equal access for HIV-positive individuals to programs 
and services; (2) meaningful access for limited English proficient (LEP) individuals; and 
(3) the privacy and security of individuals’ health information and their rights with 
regard to that information.   

OCR evaluated each hospital’s policies and practices and found that all of the hospitals 
under review had implemented some policies and practices to promote equal access 
and protect health information.  In addition, many of the hospitals had implemented 
evidence-based interventions to increase the number of newly diagnosed individuals 
entering or retained in care.  However, OCR also found that in some of the hospitals, 
there were opportunities for improvement; and OCR provided those hospitals with 
technical assistance.  This report summarizes OCR’s findings and identifies additional 
steps that hospitals and other health care providers can take to protect the civil rights 
and health information privacy of people living with HIV/AIDS. 
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INTRODUCTION 
 
The Centers for Disease Control and Prevention (CDC) estimate that 1.2 million people in the United States are 
living with HIV and nearly one in eight are unaware of their HIV status.  Approximately 50,000 people become 
newly infected each year.  Many individuals are at increased risk for HIV infection as a result of both recognized risk 
behaviors and socioeconomic factors.  “Prevention efforts have helped keep the rate of new infections stable in 
recent years, but continued growth in the number of people living with HIV ultimately may lead to more new 
infections if prevention, care, and treatment efforts are not targeted to those at greatest risk.”2 
 
For the period 2005 to 2014, HIV infection rates have increased significantly among racial and ethnic minority 
populations.  For example, new HIV diagnoses among Latino gay and bisexual men were up 24% during this period; 
new diagnoses among African American gay and bisexual men were up 22%.3  A systematic review of 29 published 
studies showed that African American transgender women were most likely to test HIV positive, compared to those 
of other ethnicities:  56% of African American transgender women had positive HIV test results compared to 17% of 
white and 16% of Latina transgender women.4   
 
Due, in large measure, to language barriers, immigration status, discrimination, stigma, homophobia, and higher 
rates of incarceration and poverty, many Latino and African American men who have sex with men and 
transgender women do not receive access to HIV testing, prevention and treatment.  For example, when 
translation services are inadequate or nonexistent, language barriers often prevent LEP individuals from receiving 
the health care that they need.5   
 

 
In addition to language barriers, people living with HIV often experience stigma and discrimination, resulting in 
denial of care, patient neglect and impermissible disclosures of HIV status.7  Fear of discrimination prevents many 
people from getting tested; individuals are afraid that if they test positive, their HIV status will be disclosed to their 
employers, friends or family members.8  Health care providers, however, can play a critical role in addressing the 
stigma and discrimination present in testing, prevention and treatment for vulnerable populations at risk for HIV.9   
 
In 2010, the White House released the National HIV/AIDS Strategy for the United States10 (NHAS) and the 
corresponding NHAS Federal Implementation Plan.11   The NHAS provides the foundation for a coordinated national 
response to the HIV epidemic, with three primary goals:  (1) reducing the number of people who become infected 
with HIV; (2) increasing access to care and optimizing health outcomes for people living with HIV; and (3) reducing 
HIV-related health disparities.  As part of the third goal, the NHAS calls for reducing stigma and discrimination 
against people living with HIV and vigorously enforcing federal civil rights laws to establish an environment where 
people feel safe getting tested and seeking treatment.   
 
In 2015, the White House issued the National HIV/AIDS Strategy for the United States: Updated to 202012 (the 
NHAS Update) and an accompanying Federal Action Plan.13  The NHAS Update builds on past accomplishments, 
lessons learned, and scientific advances since the original NHAS was published.  For example, the NHAS Update 
recommends that the federal government “review the methods used to distribute [f]ederal HIV funds and take 
steps to ensure that resources go to the [s]tates and localities with the greatest burden of disease.”14  The NHAS 
Update also designated a coordinated national response to HIV as a fourth goal. 

A “communication inequality” may exist, “whereby those with limited English language ability may 
not benefit from communications about HIV testing – contributing to the current HIV and HIV testing 
disparities in Hispanic communities in the U.S.”   

 
-- AIDS Patient Care and STDs (2013) 6 
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ROLE OF THE HHS OFFICE FOR CIVIL RIGHTS 
 
OCR enforces civil rights laws that prohibit discrimination by health care and social service agencies receiving 
federal funding from HHS and protects the privacy and security of individuals’ health information under the Health 
Insurance Portability and Accountability Act of 199615 (HIPAA).  OCR accomplishes its mission through education, 
policy development, investigations, technical assistance, voluntary compliance efforts and enforcement.  OCR 
works to ensure equal access to health and human services, advance the health and well-being of members of 
vulnerable communities, protect individuals’ private health information, and provide the tools for full consumer 
engagement in decisions related to their health care.   
 
As part of its work to address the HIV epidemic, OCR participates in the HHS National HIV/AIDS Strategy 
Implementation Group.  Over the five-year period from FY 2010 to FY 2015, OCR opened 145 new matters to 
address allegations that people living with HIV suffered civil rights or health information privacy violations.16  The 
table below provides highlights of OCR’s efforts, from FY2010 to FY2015.    
 
Table 1: Highlights of OCR Enforcement and Outreach                                                                                                                      
 
DATE ACTIONS TAKEN 

   
October 
2009 

OCR and an Austin, TX orthopedic surgeon entered into a settlement, which resolved a Violation Letter of Finding where OCR 
concluded that the surgeon failed to comply with Section 504 of the Rehabilitation Act of 1973 (Section 504),17  when the surgeon 
declined to perform knee surgery on a patient living with HIV.  Section 504 prohibits disability discrimination in programs receiving 
federal funds.  The surgeon agreed that in the future, he and his staff would not deny or withhold medically appropriate treatment 
from patients solely because of their HIV status. 

   
March 
2010 

OCR entered into a settlement with Windsor Rosewood Care Center, a Pleasant Hill, CA skilled nursing facility which agreed to 
provide individuals living with HIV/AIDS equal access to its programs and services, as required by Section 504.  The settlement 
resolved a Violation Letter of Finding, in which OCR determined that Windsor Rosewood failed to comply with Section 504 by denying 
admission to a Medicaid beneficiary because he was HIV-positive. 

June 
2010 

OCR secured resolution of a complaint against a Los Angeles, CA hospital following allegations of civil rights and health information 
privacy violations.  In this case, a patient alleged that a physician entered his room and discussed his HIV status in a loud voice.  
Following that discussion, the patient’s roommate requested transfer to a new room because of the patient’s HIV status and the 
hospital accommodated the roommate’s request. To resolve concerns that the hospital violated Section 504 and HIPAA, OCR secured 
a commitment by the hospital to sanction the physician who made the comments, amend its policies to prohibit accommodation of 
patient room transfer requests based on prohibited discriminatory reasons, including HIV status, and provide staff training on the 
amended policies.  

February 
2011 

OCR entered into a resolution agreement with the General Hospital Corporation and Massachusetts General Physicians Organization, 
Inc. (Boston, MA), which agreed to pay $1,000,000 to settle potential violations of the HIPAA Privacy Rule. The incident involved the 
loss of 192 patients’ health information, including patients living with HIV, when an employee left the documents on the subway train 
while commuting to work.  In addition to names and medical record numbers, for 66 patients, the impermissible disclosure included 
names, dates of birth, diagnoses, medical record numbers, health insurer and policy numbers, and providers’ names.   

August 
2012 
   

OCR issued a Violation Letter of Finding, concluding that a Los Angeles, CA surgeon violated Section 504 by refusing to perform back 
surgery for a Medicaid recipient living with HIV.  In August 2012, HHS terminated the surgeon’s participation in the Medicaid program 
and the surgeon’s eligibility to receive federal financial assistance.  Following a settlement agreement with OCR in May 2014, HHS 
reinstated the surgeon’s participation in the Medicaid program, as well as his ability to receive federal funds.   

May 
2013 

OCR launched its “Information is Powerful Medicine”18 national campaign, which encourages those living with HIV to be proactive in 
their medical care.  The campaign explains individuals’ rights under HIPAA, including how individuals can monitor and access a copy 
of their medical records.  The campaign reaches African American men who have sex with men (MSM) and was featured at Black gay 
pride events in Atlanta, Chicago, New York City, Oakland and Washington, DC, as well as at the U.S. Conference on AIDS in New 
Orleans.  

August 
2014 

OCR entered into a voluntary resolution agreement with Williamston House, a Williamston, NC assisted living facility.  The agreement 
resolved a complaint alleging that the facility denied admission to an individual based on his HIV status, in violation of Section 504. 
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In support of the NHAS goal of reducing stigma and discrimination, OCR initiated, in 2014 and 2015, coordinated 
compliance reviews at twelve hospitals – one hospital in each of the twelve cities most impacted by HIV/AIDS.  The 
compliance reviews examined the ways in which each hospital ensures:   
 

1. equal access for HIV-positive individuals to programs and services;  
2. meaningful access for LEP individuals to programs and services; and  
3. the privacy and security of individuals’ health information and their rights with regard to that information.   

 
This report summarizes OCR’s findings and identifies additional steps that hospitals and other health care providers 
can take to protect the civil rights and health information privacy of people living with HIV/AIDS. 
 
 
ENSURING ACCESS TO HEALTH CARE WITHOUT DISCRIMINATION 
 
Hospitals and other health care providers that receive federal financial assistance from HHS, including Medicare Parts 
A, C, and D, are required to comply with federal civil rights laws that prohibit discrimination on the basis of race, color, 
national origin,19 disability,20 age,21  or sex.22  In addition, health programs operated by state and local governments, 
including public hospitals and Medicaid programs, are prohibited from discriminating on the basis of disability, 
whether or not they receive federal funds.23       
 
To comply with Title VI of the Civil Rights Act of 196424 and Section 1557 of the Affordable Care Act,25 covered entities 
– including most hospitals and health care providers – are required to take reasonable steps to provide meaningful 
access to each LEP individual eligible to be served or likely to be encountered in their health programs or activities.26  
Reasonable steps may include:  (1) the provision of qualified interpreters to LEP individuals when oral interpretation is 
required to provide meaningful access;27 and (2) the provision of qualified translators to translate written documents 
or web content.28  Such language assistance services must be provided free of charge, be accurate and timely, and 
protect the privacy and independence of LEP individuals.29  Healthcare providers, with limited exceptions, are 
prohibited from allowing children, family members or friends of the patient to serve as interpreters.30  To ensure high 
quality care, hospitals and other covered entities must institute robust workforce training programs, advance 
interventions to increase health literacy,31 and provide culturally and linguistically appropriate services32 to diverse 
populations. 
 
Under Section 504, no qualified individual with a disability shall be excluded from, denied the benefits of, or be 
subjected to discrimination in any program or activity that receives federal financial assistance.  Individuals living 
with HIV or AIDS, including those without symptoms, are people with disabilities under Section 504 and Section 
1557.33  Individuals wrongly assumed to have HIV or AIDS are also protected under both laws.34  To achieve 
compliance with these laws, hospitals and other health care providers must ensure that their programs are 
administered free of discrimination on the basis of HIV.   
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As part of its findings, OCR identified civil rights standards that hospitals were meeting or exceeding; examples are 
provided in the table below:  
 
Table 2: Protecting Civil Rights                                                                                                                                                                                                        
 

ELEMENTS 
REVIEWED 
    

             COMPLIANCE ACTIONS AND PROMISING PRACTICES 

Establish 
Nondiscrimination Policies 
and Practices to Improve 
Access and Reduce 
Barriers 
To Quality 
Health Care. 
 

• Committed to reducing the number of HIV transmissions and increasing the number of people living 
with HIV who are in treatment, a Dallas hospital partners with its school of health professions’ 
community prevention and intervention unit.  The unit is one of several programs dedicated to outreach 
and targeted programs for vulnerable populations.  At the hospital and a satellite testing clinic, the unit 
provides brochures in both English and Spanish, as well as free confidential and anonymous HIV testing.  
In addition to community outreach, the unit offers counseling and effective prevention programs 
tailored to reach high-risk communities.   For example, the unit receives a grant from its state health 
department that funds prevention and outreach services to African American men who have sex with 
men.   
 

• A District of Columbia hospital adopted a comprehensive policy prohibiting discrimination based on an 
individual’s race, color, national origin, sex, religion, age, marital status, personal appearance, sexual 
orientation, gender identity/expression, familial status, family responsibilities, matriculation (being 
enrolled in a college or secondary school), political affiliation, genetic information, disability, source of 
income, and place of residence or business. 

 
• A San Francisco hospital established a clinic to specifically serve the needs of its Spanish-speaking LEP 

community.  According to the hospital, Latinos make up 27% of all new HIV diagnoses in its service area, 
and approximately 50% of these cases involve LEP individuals.  The role of the clinic is to ensure care 
coordination and provide culturally and linguistically appropriate services to enhance the quality of care 
that LEP patients receive. The clinic consists of an interdisciplinary, bilingual team of social workers, 
nurses, physicians and medical assistants, who have gained extensive experience working in the Latino 
community. The clinic holds monthly team meetings to coordinate services for patients who may require 
additional supportive services.  

Develop Comprehensive 
Language Assistance 
Services to Ensure 
Effective Communication 
and Meaningful Access for 
Individuals with Limited 
English Proficiency. 

• A District of Columbia hospital posts signs and notices in intake areas and other points of entry to notify 
LEP individuals that free interpreter services are available.  The hospital’s staff consistently 
demonstrates familiarity with the language identification tools and placards; and an LEP patient can 
select his or her primary language from among approximately 40 different languages. 
 

• A Los Angeles hospital instituted a multi-level interpreter and translator program to ensure that no 
request for language services is denied.  If a certified bilingual staff person cannot interpret because the 
patient’s primary language is rare or the request has a high level of complexity, the hospital has 
contracted with a professional telephone/video interpretation service to avoid or reduce service delays. 

 
• In response to its determination that there is a prominent Spanish-speaking population in its service 

area, a New York City hospital makes available copies of many of its vital documents in Spanish, 
including:  7 Key Facts to Know Before Getting an HIV Test; HIPAA Request for Access; Notice of Privacy 
Practices; HIPAA Authorization to Disclose Information; Informed Consent for Transfusion of Blood and 
Blood Products; General Consent for Treatment; Informed Consent for Invasive, Diagnostic, Medical and 
Surgical Procedure; AIDS Institute Authorization for Release of Health Information and Confidential HIV-
Related Information; Informed Consent to Perform HIV Test; Health Care Proxy; Informed Consent for 
Dental Procedures or Oral Surgery; Informed Consent Progress Note; Informed Consent for Anesthesia 
and/or Sedation Analgesia; and Consent for Prenatal and Obstetrical Services. 

 
• An Atlanta hospital published grievance procedures that provide for initiation, review, and when 

possible, prompt resolution of patient complaints concerning the quality of care or service received.  The 
grievance procedures apply to concerns related to the provision of language assistance services and 
specifies that staff must inform patients of their right to file a complaint or grievance without fear of 
retaliation or barriers to service.  If bilingual staff members are unavailable to interpret the grievance 
procedures, the hospital staff has been trained to use a telephone interpretation service.  
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• check to make sure their medical records are correct and complete; 
 

ELEMENTS 
REVIEWED 
    

             COMPLIANCE ACTIONS AND PROMISING PRACTICES 

Implement Effective 
Training Programs to 
Ensure Equal Access to 
Quality Health Care.  
 
   

• A San Francisco hospital offers to its staff members, affiliated physicians and community health care 
providers a weekly conference series on the medical management of HIV.  This series is part of a 
comprehensive provider education program developed in response to requests for educational seminars 
specific to the needs of clinicians and researchers.  The program offers preceptor opportunities for local 
and visiting physicians, nurses, pharmaceutical companies, and other interested groups.  As part of the 
program, the hospital organizes an annual three day continuing medical education course that includes 
the latest research on the long-term management of HIV.   
 

• Staff members at an Atlanta hospital receive training on their language assistance services program, 
which includes how to identify individuals with limited language capabilities and how to access language 
assistance services.  The training is provided to each new hire and on an annual basis thereafter. The 
training includes an in-depth overview of cultural competency, patient rights, and the hospital’s 
grievance process. 
 

• A large Los Angeles hospital identified 822 employees who have been certified as bilingual interpreters 
by their county government.  Most of these individuals were also certified to read and write in the 
second language.  The hospital also conducted advanced employee training, including a 40-hour 
“Introduction to Health Care Interpreting” course, which has been completed by 420 bilingual hospital 
employees.  This course focuses on patient rights, with modules on health care interpreting, medical 
terminology, cultural competency, ethics, and consecutive and simultaneous modes of interpreting.  
Employees in the county program, or those applying for healthcare interpreter positions, enjoy priority 
enrollment in the course.  Additionally, the hospital has one full-time interpreter who speaks both 
Mandarin and Cantonese and three full-time Spanish healthcare interpreters.  The four interpreters are 
supervised by the hospital’s Coordinator of Language Services.  These interpreters provide face-to-face 
interpreting, video and telephonic interpreter services, and translation verification.   

 
 
ENSURING INDIVIDUALS’ MEDICAL PRIVACY 
 
Hospitals and other health care providers that transmit individuals’ health information electronically in certain 
healthcare transactions are required to comply with the Health Insurance Portability and Accountability Act of 
199635 (HIPAA) and the Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009,36 
and their implementing regulations, known as the HIPAA Rules.37  The information subject to these requirements is 
defined as “protected health information” or “PHI”. 
 
The HIPAA Rules protect patients' medical records and other health information maintained by doctors, hospitals, 
health plans, and other health care entities. These standards provide patients, including those living with HIV, 
access to their medical records and control over how their personal health information is used and disclosed.  
Whether health information is stored on paper or electronically, hospitals and their business associates covered by 
the HIPAA Rules must keep PHI, such as HIV status, private and secure.   
 
Individuals who receive treatment or health insurance from a HIPAA covered entity have legal rights to:   
 

• keep their health information private, including information regarding their HIV status; 
• share their health information with others, including a spouse, domestic partner, parent, sister, brother or 

friend; 
• ask their doctors, labs, or pharmacies to not share their health information with a health plan, if the item or 

service is paid for out of pocket; 
• say which phone number their doctors or pharmacies should call to leave a private message; 
• see or request copies of their medical records, including electronic health records, and to direct a copy of 

their records to designated third parties; 
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• ask their doctors or pharmacies to fix items in their medical records that are wrong or missing, or make 
“amendments”; 

• receive Notices of Privacy Practices explaining how their health information may be used and shared and 
their rights with respect to that information;  

• know how their health information is used or shared by requesting reports, or “accountings of disclosures”; 
and 

• file a complaint with HHS if they believe their rights are being denied or their health information isn’t being 
protected.  

   
OCR recently released guidance to entities covered by HIPAA addressing the rights of individuals to access and 
obtain copies of their PHI, as well as new consumer videos that summarize this right, produced jointly with the 
Office of the National Coordinator for Health Information Technology.  These tools are available at: 
 

• Your Information, Your Rights! Video Series;38 and    
• OCR Access Guidance.39  

 
OCR’s compliance reviews examined and provided technical assistance regarding the hospitals’ policies, procedures 
and practices for ensuring the privacy and security of individuals’ PHI and their rights with regard to that 
information.  OCR provided robust technical assistance to help these entities achieve more comprehensive 
compliance with the HIPAA Rules.   
 
As part of its findings, OCR identified HIPAA standards that hospitals were meeting or exceeding; examples are 
provided in the table below:  
 
Table 3: Protecting Health Information Privacy  
 

HIGHLIGHTED 
ACTIONS 
    

      COMPLIANCE ACTIONS AND PROMISING PRACTICES 

Designate HIPAA Privacy 
and Security Officials 
responsible for developing 
and implementing policies 
and procedures to protect 
health information. 
   

• As required by the Privacy Rule, most hospitals identified a HIPAA Security and Privacy Officer responsible 
for specific HIPAA compliance and implementation activities.  This level of administrative oversight 
facilitates patients’ access to their health information, including HIV status, and ensures that health care 
providers protect individuals’ data from being improperly disclosed.  Designated HIPAA officials may also 
serve an important role when individuals pursue their rights to access or amend their PHI or to file a 
complaint about privacy violations. 
 

Provide a Notice of Privacy 
Practices that describes 
how individuals’ medical 
information may be used 
and disclosed and how they 
can get access to this 
information, and develop 
policies and procedures to 
assure distribution of the 
Notice and to document 
individuals’ receipt of the 
Notice. 

• As required by the Privacy Rule, most hospitals’ Notice of Privacy Practices provided information about how 
the hospitals may use and disclose an individual’s health information, as well as an individual's rights and 
the hospital’s obligations with respect to that information.  The Notice provided all patients, including 
people living with HIV, information about the right to access and amend their medical records and how to 
file a privacy complaint.    

• A Philadelphia hospital provided patients its Notice of Privacy Practices through multiple channels:  on 
posters at key locations throughout its facilities, at patient registration sites, as an attachment to its patient 
consent form (with additional explanation of the Notice), and on its website.  The Notice of Privacy 
Practices was provided as a pamphlet for patients to take with them with a tear-off portion that constitutes 
the Acknowledgement of Receipt form.  These multi-modal forms of outreach demonstrated a commitment 
to inform patients of their information privacy rights and how they may be exercised. 
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HIGHLIGHTED 
ACTIONS 
    

      COMPLIANCE ACTIONS AND PROMISING PRACTICES 

Develop policies and 
procedures regarding 
individuals’ right of access 
to inspect and obtain a copy 
of their medical records, 
both in paper and electronic 
form. 
 
 
   

• OCR’s technical assistance prompted a hospital in San Francisco to revise its medical records access policy 
to require that workforce members respond to patients’ access requests within 30 days of receipt, as 
required by the Privacy Rule, and to develop a procedure for workforce members to request additional 
retrieval time if the information requested is off-site.  OCR’s assistance also guided the hospital to include 
an access policy which would permit a patient to specify the time and manner of their access, and to 
establish a procedure for denials of access requests. Finally, the hospital learned the importance of 
providing individuals with a medical records fee schedule, showing the average amount, per unit, of these 
potential fees, when access is requested.  

• A Dallas hospital’s policy protected individuals’ rights to access all the personal health information that the 
hospital uses to make decisions about individuals.  It outlined specific responsibilities for departments that 
maintain designated records and that receive individuals’ requests for access to records.  This ensured that 
patients, including people living with HIV, will not be denied segments of their medical records improperly 
and will not have to make repeated requests for their health information.  The hospital’s access policy also 
ensured that individuals attempting to establish disability benefits will not be charged a fee for a medical or 
mental health record requested by a patient or their representative.   
 

Evaluate the potential risks 
and weaknesses of keeping 
electronic health 
information confidential, 
secure, and available and 
apply sufficient security 
measures to protect the 
information. 
 

• OCR’s provision of technical assistance prompted several hospitals to conduct a comprehensive, system-
wide HIPAA security “risk analysis,” overseen by information technology staff or consultants. This ensured 
that hospitals applied the full range of HIPAA security standards to sensitive health information.  For 
example, these hospitals demonstrated the policies they applied to prevent improper access by employees 
and the technology used to deter and detect harmful intrusions, such as hacking of sensitive data.  
Specifically, organizations’ HIPAA risk analysis should broadly encompass individuals’ health information 
wherever it is used in a hospital to make decisions about patients, so that hidden threats to confidentiality 
are identified and addressed. 

• OCR’s technical assistance resulted in a Baltimore hospital significantly improving its compliance with the 
HIPAA Security Rule which was vital to assuring that sensitive health information, and all individuals’ health 
information, remained confidential and secure.  The hospital assigned security responsibility to a specific 
individual, inventoried its valuable information technology and electronic health information, identified 
which data and IT systems were most critical, and secured them accordingly.  The hospital also developed 
business continuity/recovery processes so that privacy and security can be maintained in the event of a 
disaster or unexpected system failure and individuals’ sensitive PHI can be accessed when needed.  The 
hospital also updated its training program and trained its workforce and management on becoming more 
security aware when handling electronic PHI.  

• OCR worked with a San Juan hospital to develop a process to review its Internet firewall, anti-virus, web 
filter, and email filter systems and strengthen its password configuration and security setting (to 8 
minimum characters, changed every 90 days), enable password complexity, and establish login restrictions.  
These security safeguards are foundational to protecting all electronic health information, including HIV-
related information. 

   

• A Dallas hospital with a robust information security program considered both traditional and emerging 
information technologies and services to ensure the privacy and security of individuals’ health information, 
such as cloud computing, wireless connections, and mobile devices.   

• A hospital in Philadelphia conducted audits quarterly on various systems containing individuals’ health 
information. For example, it reviewed physical access to its data center to see if security controls were 
operating and conducted a privacy walk-through of ambulatory centers.    
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HIGHLIGHTED 
ACTIONS 
    

      COMPLIANCE ACTIONS AND PROMISING PRACTICES 

Establish policies and 
procedures to ensure a 
notice of a health 
information breach is 
provided to affected 
individuals when needed, to 
OCR, and to the media (if 
necessary). 
 

• A Philadelphia hospital established an incident response team to respond to and investigate health 
information breaches and potential breaches, ensuring its employees are prepared to respond when health 
information, such as HIV status, is improperly disclosed, and to protect individuals’ privacy rights.  It also 
clearly provided multiple phone numbers and several email addresses that employees may contact to 
report breach incidents, including an anonymous tip line.  Its policy also clearly stated it will notify affected 
individuals without unreasonable delay and no later than 60 days after breaches are discovered. 

• A San Francisco hospital revised its policy on responding to breaches of unencrypted health information so 
that it was consistent with requirements of the Breach Notification Rule, which requires notice to be 
provided to OCR, the individual, and the media, in some cases.      

• When personnel have the proper tools to address health information breaches, individuals with concerns 
about the improper use or disclosure of their information, such as people living with HIV, are more likely to 
receive the notice they need to protect themselves from further harm.  A hospital in Atlanta provided 
designated workforce members a questionnaire assessing the privacy risks of each health information 
breach incident to determine when notification is required by HIPAA.   

 
 
 
 
 
CONCLUSION  
 
Compliance with civil rights and health information privacy laws can build an environment of trust and inclusivity 
that supports access to quality health care for people living with HIV.  OCR’s National HIV/AIDS Compliance Review 
Initiative sets forth steps hospitals and other covered entities can take to comply with these laws.  Covered entities 
must have strong compliance policies and procedures, robust workforce training, interventions to increase health 
literacy, culturally and linguistically appropriate services, and other measures to ensure adherence to civil rights 
laws and HIPAA standards.  Covered entities can make a long term investment in their communities by 
implementing effective practices and ensuring compliance, and as a result, can significantly improve testing, 
prevention and treatment services, as well as health outcomes, for people living with HIV.  The continued 
commitment of the hospitals in this compliance review to principles of nondiscrimination and the protection of 
health information privacy will increase access to care and reduce HIV stigma and discrimination for many people 
across the nation.    
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