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293- 3- 00 PURPGCSE

This Instruction states the policies and requirenents of this
Departnent relative to the establishnent, naintenance, retention,
di sposal, and saf eguardi ng of EPF system records.

293- 3- 10 REFERENCES

5 U S. Code 552a (law - Privacy Act - records nmintained on
i ndi vi dual s)

5 CFR, Part 293 (reqgul ations - personnel records)

5 CFR, Part 294 (regulations - availability of official

i nformation)

5 CFR, Part 297 (regulations - privacy procedures for
personnel records)

5 CFR, Part 430.209 (regulations - disposition of records)
45 CFR, Part 5b (regulations - HHS Privacy Act regul ations)
The Cuide for Personnel Recordkeeping (O fice of Personnel
Managenment (OPM Operating Manual, dated Novenber 30, 1994,
and March 15, 1996)

H.  HHS Personnel Instruction 293-1 (personnel and equal

enpl oynment records disposal)

HHS Per sonnel Instruction 297-1 (protection of privacy in
personnel records systens)

HHS Performance Managenent Plan (dated April 26, 1993)

HHS Per sonnel Instruction 430-6 (performance managenent for
menbers of the senior executive service)

L. HHS Personnel Instruction 430-7 (performance apprai sal

system
293- 3- 20 COVERACGE
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This Instruction applies to all enployees of this Departnent,
regardl ess of pay plan, grade, or occupational group, except
Commi ssi oned Corps officers and Seni or Bi onedi cal Research
Servi ce nenbers

293- 3- 30 DEPARTMENTAL REQUI REMENTS

A.  Each personnel office nust establish an EPF record system for
each enpl oyee for whomit maintains an Oficial Personnel
Fol der (OPF), including nenbers of the Senior Executive
Service (SES). These records may be nmmintained either in an
envel ope kept in the enployee's OPF or in a separate file
mai ntained in either the personnel office or other office as
aut hori zed by regul ati on.

B. The EPF system established for non-SES enpl oyees must contain
the followi ng records or any other supporting docunents for
t he period indicated:

Recor d Ret enti on Peri od

1. Annual rating of record issued under a 4 years
performance apprai sal programw thin the
HHS performance apprai sal system

2. After the final appraisal is issued, any 4 years
formwhich identifies job elenents and
the standards for those elenents, with
any changes thereto, including appraisal
informati on on those elenents, if recorded.

C. The EPF system established for SES nenbers nmust contain the
followi ng records or any other supporting docunents for the
period indi cat ed:

Recor d Ret enti on Peri od

1. Annual rating of record issued under 5 years
an SES apprai sal system

2. After the final rating of record is issued, 5 years
any SES performance appraisal form which
identifies job el enments and standards for
those el enents, wth any changes thereto,
i ncl udi ng apprai sal information on those
el ements, if recorded.
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3. Docunented progress reviews and narrative 5 years
description of performance.

4. Any supporting docunentation for a particu- 5 years
| ar evaluation that is submtted with the
performance apprai sal form (incl uding
witten statenents of the enpl oyee).

5. Records pertaining to SES appraisals 5 years
whi ch support recomrendati ons nmade by
Per f or mance Revi ew Boar ds.

6. Any formor other docunent regarding 5 years
per formance-rel ated deci si ons or recomen-
dations of an Executive Resources Board.

7. Any formor other docunent used to 5 years
recommend an individual for Meritorious
or Distingui shed Executive Rank and records
supporting the recommendati on.

293-3-40 PRI VACY AND FREEDOM OF | NFORVATI ON ACT CONSI DERATI ONS

A. Performance-rel ated records designated as EPF system records
are Privacy Act records and are covered by 5 U S. Code 552a,
5 CFR, Part 293, and "The CGuide to Personnel Recordkeepi ng"
(OPM Operating Manual ).

B. Individuals responsible for maintaining EPF system records
must insure that their maintenance, retention, and di sposal
are in accordance with the requirenents of the Privacy Act (5
U.S. Code 552a), OPMs applicable regulations (5 CFR Part
293 and 297), the Departnent's Privacy Act regul ations (45
CFR, Part 5b), and HHS Personnel Instructions 293-1 and
297-1.

293-3-50 ACCESS TO THE EPF RECORD SYSTEM

| ndi vi dual s whose records are maintai ned (whether in a manual,
automated, or microformnode) in the Privacy Act system of
records have the very broad rights relative to them granted by
the Privacy Act and the Departnent regul ati ons inplenenting that
statute. These include a right of access to the records, a right
to request anmendment and/or correction of a record, a right to
request a review of any refusal to anend or correct a record, a
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right to have included in the record a statenent of reasons for

t he enpl oyee' s di sagreenent with any refusal to

anend or correct, and a right to have that statenent included in
any di sclosure of the disputed portion of the record. Information
and gui dance on providing these rights to enpl oyees are contai ned
in 5 CFR, Part 297 and HHS Personnel Instruction 297-1.

(See Exhibit 293-3-A for detailed information on the rel ease of
records in the EPF record system under the Privacy Act.)

293- 3-60 DI SPOsI TI ON REQUI REMENTS

A.  When the OPF of a non-SES enpl oyee is sent to another
servicing personnel office within the Departnent, another
Federal agency or to the National Personnel Records Center,

t he EPF shall acconpany the OPF and include all performance
ratings of record that are 4 years old or less, including the
per formance plan on which the nost recent rating of record
was based, and the summary rating prepared when the enpl oyee
changes positions. Prior to its transfer, the EPF wll be
purged of all performance ratings and performance plans that
are nore than 4 years old, and other performnce-rel ated
records. These purged records are to be disposed of in
accordance wth "The CGuide to Personnel Recordkeeping” (OPM
Operating Manual) and 5 CFR, Part 293.

B. Wen an SES nenber noves to another SES position, al
appropriate performance-rel ated docunents five years old or
| ess shall be forwarded in the EPF along with the
i ndi vi dual * s OPF.
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Exhi bit 293-3-A, Access to Enpl oyee Perfornmance File System
Records

A.  Access Under the Privacy Act

1. Enployee Performance File (EPF) systemrecords are
records within a systemof records for purposes of the
Privacy Act. Therefore, all of the rights and |limtations
conferred by that statute, and O fice of Personnel
Managenent (OPM and Departnent regul ati ons and "The
Qui de to Personnel Recordkeepi ng" (OPM Operating Manual ,
dat ed Novenber 30, 1994, and March 15, 1996) apply to
them (see HHS Personnel Instruction 297-1, Protection of
Privacy in Personnel Records Systens).

2. Instruction 293-3-60A details the rights of individuals
whose records are maintained in the Privacy Act system of
records. In addition, it is Departnment policy that
enpl oyees receive fromtheir supervisors copies of
performance pl ans, progress reviews, and performance
apprai sals. Supporting docunentation used in whole or in
part as a basis for a performance appraisal, or
per f or mance- based action, is covered by the Privacy Act
and nust be released to the enployee to whomit pertains,
if and when a proper Privacy Act request is made by the
enpl oyee. This includes personal "supervisory" notes

(menory joggers), unless:

a. the Departnent and any of its conponents exercise no
control over them and

b. their maintenance is not required under the
appl i cabl e performance appraisal system and

c. they remain for the personal use of the author and
are not provided to any ot her persons, and

d. they are prepared, retained or discarded at the
author’s sol e discretion, and

e. they are not used in appraising an enployee or in
determning any rights, benefits, or privileges of an
enpl oyee.

If all of the above conditions are net, then such notes
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are considered to be nerely an extension of the

supervi sor’s nenory, not records or docunents subject to
either the Freedom of Information Act (FO A) or the
Privacy Act.

The only other conditions under which EPF records may be
di scl osed, under the Privacy Act, are the statutory
conditions of disclosure in the Privacy Act, codified at
5 U. S. Code 552a(b). The three nost significant of these
all ow the disclosure of EPF system records:

a. to Departnent enployees who need to have access to
the records in order to do their jobs;

b. when their release is required under the FOA; and
c. for an established routine use. This is limted to

those routine uses established by OPMin the record
system notice for EPF records.

B. Access Under the FO A

1

The Privacy Act provides no authority to wi thhold
information that nust be rel eased under the FO A

The FOA (5 U S. Code 552) and the Departnent regul ations
i npl enenting that statute (45 CFR, Part 5) require the
rel ease of records and information nmaintained in the
Depart ment unl ess one of the nine discretionary
exceptions in the Acts (5 U S. Code 552(b)(1)-(9)) or any
ot her statutory provision against disclosure can properly
be clained as a basis for denying rel ease.

The principal FO A exenption applicable to requests for
EPF systemrecords is the (b)(6) exenption. This exenpts
fromdisclosure "personnel and nedical files and simlar
files the disclosure of which would constitute a clearly
unwar ranted i nvasi on of personal privacy" (5 U S. Code
552(b)(6)). This exenption nmay be invoked only where
there is an invasion of personal privacy that is clearly
unwarranted. I n making this determ nation a bal anci ng
of interests is undertaken. This balancing involves on
one side the potential severity of the privacy invasion
to the individuals nentioned in the records and on the
other the public interest to be served by disclosure.
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4. Only officials designated at 45 CFR, Part 5.32 are
aut hori zed to nake a determ nation to rel ease or deny
records requested under the FO A (see 45 CFR, Part
5.53).

5. Release of any of the docunents or information |listed
below is not a clearly unwarranted invasion of the
privacy of any individual. Therefore, the (b)(6) FOA
exenption cannot be clainmed as a basis to w thhol d:

a. information released in a formthat is not personally
i dentifiabl e;

b. the gross salary of an enployee and, if requested,
each elenent of the gross (i.e., base and
conparability increase);

c. performance objectives and plans (except actual
eval uations recorded on the sane form;

d. justification/nomnation of enployees who receive SES
rank awards and bonuses, and/or cash awards (except
per f ormance apprai sal docunents); and

e. the anmount of SES bonuses and perfornmance-based cash
awar ds.

In certain [imted circunstances, consideration may be
given to w thholding certain EPF system docunents or
information if their release would have an adverse i npact
on a Departnent conponent's prograns or m ssion and if
one of the other eight discretionary exenptions in the
Act can be clained as a basis for the w thhol di ng.

6. Performance evaluation information on EPF system records
and docunents is not to be released under the FOA in a
personally identifiable form The authority for this
withholding is the (b)(6) exenption discussed above.
This authority would not apply to other information on
performance apprai sal records and docunents to which the
(b) (6) exenption does not apply. Renenber that only a
very limted nunber of Departnent officials have the
authority to release or deny information requested under
the FO A You nust ensure that the procedures for
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responding to FO A requests established within your
conponent or region are foll owed.



